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Abstract - This paper presents an overview of Software as 
a service (SaaS) in cloud computing .The first part covers 
the introduction to cloud computing. The second part 
covers SaaS and its characteristics. The third part covers 
its benefits. In the final part the challenges and security 
issues related to SaaS along with some solutions are 
discussed. 
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I. INTRODUCTION 
Cloud computing technology is increasingly being used by 

enterprises and organizations. It provides the capability to use 
computing and storage resources on a metered basis and 
reduces the investments in an organization’s computing 
infrastructure. The spawning and deletion of virtual machines 
running on physical hardware and being controlled by 
hypervisors is a cost-efficient and flexible computing 
paradigm. This computing model is based on a service-
oriented architecture (SOA) model. It offers high flexibility; 
reduce cost of ownership, scalability and services on request. 

There are many definitions of cloud computing. One of 
them is, cloud computing is a form of computing where the IT 
needs of a consumer can be bought from a cloud service 
provider. Another definition of cloud computing is a 
computing model based on a customer service needs. The 
term “cloud” often considered as a cloud-shaped diagram that 
is   used to represent the internet or the web. In general, cloud 
computing is a computing model that is capable of providing 
services on demand through a shared computing 
infrastructure, processing power, storage and networking. The 
cloud is flexible and able to accommodate a small scale 
application or a large scale application. Users can freely 
purchase cloud computing resources based on his current 
needs. 

There are three cloud service delivery models- 
Infrastructure as a Service, Platform as a Service, and 
Software as a Service, and the purpose of each model is as 
follows: 

• The Infrastructure as a Service layer offers storage and 
compute resources that developers and IT organizations use to 
deliver custom business solutions. 

• The Platform as a Service layer offers development 
environments that IT organizations can use to create cloud-
ready business applications. 

• The Software as a Service layer offers purpose-built 
business applications. 

Our main area of concern in this paper is the Software as a 
service (SaaS) Model. This, best-known branch of cloud 
computing, is a delivery model. In this applications are hosted 
and managed in a service provider's data centre, paid for on a 
subscription basis and accessed via a browser over an internet 
connection. Basically it deals with licensing of an application 
to the customers for their use as a service on demand. One 
good example of SaaS is the Salesforce.com CRM 
application. 

 

II. SOFTWARE-AS-A-SERVICE (SAAS) 
2.1 Definition of SaaS 
Today, SaaS is the most mature area of cloud computing. 

SaaS (Software as a Service) is an application which is hosted 
on a remote server and accessed through the internet by the 
user. In simple words, Software as a Service (SaaS) solutions 
deliver software applications over the Web. A SaaS provider 
deploys software to the user on demand, commonly through a 
licensing model. The provider may host the application on its 
own server infrastructure or use another vendor’s hardware. 
The application may be licensed directly to an organization, a 
user or group of users, or through a third party that manages 
multiple licenses between user organizations. The users can 
then access the application through any defined and 
authorized Internet device, most commonly a Web browser.  

NIST defines Cloud Software as a Service (SaaS) as 
follows: “The capability which is provided to the consumer to 
use the vendor’s applications running on a cloud 
infrastructure. The applications are accessible from various 
client devices through a thin client interface such as a web 
browser (e.g., web-based e-mail).The consumer need not to 
manage or control the underlying cloud infrastructure, 
including network, servers, operating systems, storage, or 
even individual application capabilities, with the possible 
exception of limited user-specific application configuration 
settings.” 

Unlike the traditional method of purchasing and installing 
software which usually involves a capital expense or a 
licensing charge, the SaaS customer rents the usage of the 
software using an operational expense model (a pay-per-use 
or subscription agreement). The pay-per-use licensing model 
is also known as on-demand licensing, as some applications 
which are delivered through the SaaS model are billed on a 
metered usage and time-period basis, rather than paying the 
common upfront costs of traditional licensing. 
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2.2 Characteristics of SaaS 
Some characteristics have to be in place for a SaaS to be 

commercially viable. These are: 
• The SaaS application needs to be generalized enough so 

that lots of customers will be interested in the service. 
• SaaS applications need sophisticated navigation and ease 

of use. 
• The SaaS application needs be modular and service 

oriented. 
• A SaaS application needs to include measuring and 

monitoring so customers can be charged actual usage. 
• A SaaS application must have a built-in billing service. 
• SaaS applications need published interfaces and an 

ecosystem of partners who can expand the company’s 
customer base and market reach. 

• SaaS applications need to constantly provide fast 
releases of new features and new capabilities. 

• SaaS applications have to protect the integrity of 
customer data. 

 
2.3 SaaS and cloud computing 
The basic idea behind cloud computing is that the 

computing resource is connected to the network environment, 
so that users can access the resource from any place whenever 
and wherever it is needed. That is, even if users do not have a 
hardware device, they can use the desired computing resource 
anytime and anywhere if the internet is available. 

Cloud computing has a very different concept to existing 
business processes. Under traditional environments, users 
must purchase the systems and lots of software. Under the 
cloud computing environment, however, users just need an 
internet enabled terminal to handle and store all tasks on the 
network, without constructing a system or purchasing 
software programs. Users only pay a fee to use the system, 
wherein the hardware and software are integrated somewhere 
else. Cloud computing supports large scale computing 
resources and enables virtualization, on-demand computing, 
dynamic deployment and flexible scalability. 

There are main four layers in cloud computing. The 
uppermost layer is SaaS (software as a service), providing the 
conventional software functionality as a service. Then the 
following layer is PaaS (platform as a service) and the third 
layer IaaS (infrastructure as a service). The bottom or last 
layer is the IT foundation including servers, network devices, 
storage devices, databases, and other physical resources. The 
cloud computing provides four kinds of offerings, which are 
cloud computing serving as the data centre, cloud computing 
in the form of distributed computing, cloud computing in the 
developed form of a utility grid, and cloud computing serving 
as software as a service. 

However, there are some critical technical problems in 
cloud computing, such as providing pre-specified scalability 
even at peak time, providing availability of services and data 
sets, engineering services with high commonality, and 
adapting partially matched services. These problems must be 
solved from the consumer’s viewpoint. 

SaaS is an on-demand-type cloud-computing-based 
service, wherein the operator provides software via the 

internet and the user selectively uses the required software. 
The user can reduce his/her cost by paying only a small 
monthly fee instead of purchasing expensive software, with 
the complex management under the operator’s charge. 
Representative examples include Google Docs, Microsoft 
Office Live, and IBM Lotus. 

 

III. BENEFITS OF SAAS 
a) Save money 
 Several factors contribute in making it considerably less 

expensive to implement a SaaS application than a traditional 
on-premises application. These factors include lower IT costs, 
economies of scale and Pay as you go. 

 
b)  Time saving 
As we eradicate many of the implementation tasks related 

with licensed software and the software is already up and 
running on the SaaS vendor’s data centre, deployment time is 
much shorter in case of SaaS application as compared to  
traditional one. 

 
c) Focus technology budgets on competitive advantage 

rather than infrastructure 
When you are subscribed to a web-hosted application, you 

free your organization from supporting high cost, Time-
consuming IT functions, including: 

• Purchasing and supporting the server infrastructure 
which is necessary to install and maintain the software in-
house. 

• Providing the equipment redundancy and housing 
necessary to ensure security, reliability, and scalability. 

• Maintaining a labour-intensive patch and upgrade 
process. 

 
d) Gives immediate access to the latest innovations 
With traditional licensed software, you typically need to 

wait for the next release to benefit from the latest innovations 
or to move your organization to a new browser or operating 
system. Given the cost and complexity of moving to a new 
version, it is not even practical to upgrade each time a new 
release becomes available in the market. With a SaaS 
subscription, whereas, you benefit from innovations on an on-
going basis.  You can begin using new or improved feature as 
soon as they appear. 

 
e) Join a community of interest 
Purchasing a traditional software license is very much an 

individual affair. But once you subscribe to a SaaS application 
you become a member of a community that has the 
application at the centre. 

 

IV. SECURITY CHALLENGES 
Although the security issues in traditional communication 

systems also apply to the cloud, the use of cloud computing 
introduces new attack vectors that will make attacks either 
possible or simply easier to carry out. Some of the security 
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issues which also affect the SaaS model have been described 
below: 

• Authentication and authorization 
• Availability 
• Data confidentiality 
• Data Security 
• Network Security 
• Data  Locality 
• Data Segregation 
• Data Access 
• Web application security 
• Backups 
• Identity management and sign-on process 
• Vulnerability in virtualization 
 
The different security issues of SaaS are discussed as 

follows. 
 
4.1 Authentication and authorization 
Authentication is testing or reconciliation of evidence of a 

user’s identity. It establishes the user’s identity and ensures 
that the users are who they say they are. Authorization is the 
rights and permissions granted to an individual or process that 
enable access to a computer resource. Once a user’s identity 
and authentication are established and confirmed, 
authorization levels determine the extent of a user’s system 
rights. To work with a safe cloud environment, these 
authentication and authorization applications for enterprise 
environments are needed to be changed. Forensics tasks may 
become much more difficult as the investigators may not be 
able to access system hardware physically. 

 
4.2 Availability 
This concept of availability refers to the elements that 

create reliability and stability in networks and systems. It 
ensures that connectivity is accessible as and when needed, 
allowing authorized users to access the network or systems. 
The concept of availability also  include areas in an 
information system (IS) that are traditionally not thought of as 
pure security such as guarantee of service, performance, and 
up time, but still are affected by breaches such as a denial-of-
service(DoS) attack. Some of the elements that are used to 
ensure availability are as follows: 

• Fault tolerance for data availability, such as backups and 
redundant disk systems 

• Acceptable logins and operating process performance 
• Reliable and interoperable security processes and 

network security mechanisms 
For example, the disruption of the Amazon cloud service 

back in the year 2011, took down a number of websites 
including Reddit, Foursquare, and Quora. The SaaS 
application providers are required to ensure that the systems 
are running properly when needed and enterprises are 
provided with services around the clock. This includes making 
architectural changes at the application and infrastructural 
levels to add scalability and high availability. Resistance to 
hardware/software failure and to denial of service attacks 
needs to be built from the ground up within the application. 

Parallely, an appropriate action plan for business continuity 
and Disaster Recovery (DR) needs to be considered. This is 
essential to ensure the safety of the enterprise data while 
maintaining minimal downtime for the enterprises. 

 
4.3 Data Confidentiality  
Confidentiality is the prevention of the intentional or 

unintentional unauthorized disclosure of contents. Loss of 
confidentiality can occur in number of ways. For example, 
loss of confidentiality can occur through the intentional 
release of private company information or through a 
misapplication of network rights. Some of the elements of 
telecommunications used to ensure confidentiality are as 
follows: 

• Network security protocols 
• Network authentication services 
• Data encryption services 
 
4.4 Data Security 
In a traditional on-premise application deployment model, 

the sensitive data of each enterprise continues to reside within 
the enterprise boundary and is subjected to its physical, 
logical and personnel security and access control policies. 
However, in the SaaS model, the enterprise data is stored 
outside the enterprise boundary, at the SaaS provider end. 
Consequently, the SaaS vendor must adopt additional security 
checks to ensure data security and prevent breaches due to 
security vulnerabilities in the application or through malicious 
employees. Malicious users can exploit weaknesses in the data 
security model to get unauthorized access to data. 

 
4.5 Network Security 
In a SaaS deployment model, sensitive data is obtained 

from the enterprises, processed by the SaaS application and 
stored at the SaaS vendor end. All data exchange over the 
network needs to be secured in order to prevent theft of 
sensitive information. In case of Amazon Web Services 
(AWS), the network layer provides significant protection 
against traditional network security issues, such as MITM 
(Man-In-The-Middle) attacks, IP spoofing, port scanning, 
packet sniffing, etc. To provide maximum security, Amazon 
S3 is accessible via SSL encrypted endpoints. The encrypted 
end points are accessible from both the internet and from 
within AmazonEC2, ensuring that data is transferred securely 
both within AWS and to and from sources outside of AWS. 
However, malicious users can exploit weaknesses in network 
security configuration to sniff network packets. The following 
assessment test and validate the network security of the SaaS 
vendor:  

• Network penetration and packet analysis 
• Session management weaknesses 
• Insecure SSL trust configuration. 
 Any vulnerability detected during these tests can be 

exploited to break through active sessions, get access to user 
credentials and sensitive data. 

 
4.6 Data Locality 
In a SaaS model of a cloud environment, the consumers 

use the applications provided by the SaaS and process their 



ISSN   2348 - 2249  
Volume-2, Issue-1, Jan-March, 2014 

International Journal for Multi Disciplinary Engineering and Business Management 
(IJMDEBM) 

 

© 2013, IJMDEBM, All Rights Reserved                http://www.ijmdebm.org/ 
~ 31 ~ 

business data. But in this process, the customer does not know 
where the data is getting stored. In many a cases, this can be a 
problem. Due to compliance and data privacy laws in various 
countries, locality of data is of most importance in many 
enterprise architecture. A secure SaaS model must be capable 
of providing reliability to the customer on the location of the 
data of the consumer. 

 
4.7 Data Segregation 
Multi-tenancy is one of the major characteristics of cloud 

computing. Because of this multi-tenancy multiple users can 
store their data using the applications provided by SaaS. In 
such case, data of various users will reside at the same 
location. Intrusion of data of one user by another becomes 
possible in such environment. This intrusion can be done 
either by hacking through the loop holes in the application or 
by injecting client code into the SaaS system. A client can 
write a masked code and inject it into the application. If the 
application executes this code without verification, then there 
is a high risk of intrusion into other’s data. A SaaS model 
should therefore must ensure a clear boundary for each user’s 
data. This boundary must be ensured not only at the physical 
level but also at the application level. The service should be 
intelligent enough to segregate the data from different users. 
A malicious user can use application vulnerabilities to hand- 
craft parameters that bypass security checks and access 
sensitive data of other users. 

 
4.8 Data Access 
 Data access issue is mainly related to security policies 

which are provided to the users while accessing the data. In a 
typical scenario, a small business organization can use a cloud 
provided by some other provider for carrying out its business 
processes. This organization will have its own security 
policies based on which each employee can have access to a 
particular set of data. The security policies may entitle some 
considerations, wherein, some of the employees are not given 
access to certain set of data. These security policies must be 
strictly followed by the cloud to avoid intrusion of data by 
unauthorized users. The SaaS model must be flexible enough 
to include the specific policies put forward by the 
organization. The model must also be able to provide 
organizational boundary within the cloud because multiple 
organizations will be deploying their business processes 
within a single cloud environment.  

 
4.9 Web Application Security 
SaaS is software deployed over the internet and run behind 

a firewall in local area network or personal computer. The key 
characteristics include Network-based access to and 
management of commercially available software and 
managing activities from central locations rather than at each 
customer’s site, enabling customers to access application 
remotely through the Web. SaaS application development 
may use various types of software components and 
frameworks. These tools can reduce time-to-market and the 
cost of converting a traditional on premise software product or 
building and deploying a new SaaS solution. One of the 
‘‘must-have’’ requirements for a SaaS application is that it 

need to be used and managed over the web. Security holes in 
the web applications thus create a vulnerability to the SaaS 
application. The challenge with SaaS security is not any 
different from that of any other web application technology. 
However one of the problems is that traditional network 
security solutions such as network firewalls, network intrusion 
detection and prevention systems, do not fully address to this 
problem. Web applications introduce new security risks that 
cannot be defended against at the network level, and do 
require application level defences.  

 
4.10 Back Up 
The SaaS provider needs to ensure that all sensitive 

enterprise data is regularly backed up to give quick recovery 
in case of disasters. Also the use of strong encryption schemes 
to protect the backup data is recommended to prevent 
accidental leakage of sensitive information. In the case of 
cloud vendors such as Amazon, the data at rest in S3 is not 
encrypted by default. The users need to separately encrypt 
their data and backup so that it cannot be accessed or 
tampered with by unauthorized parties.  

 
4.11 Identity management and sign-on process 
Identity management (IdM) or ID management is a field 

that deals with identifying individuals in a system and 
controlling the access to the resources in that system by 
placing restrictions on the established identities. This area is 
considered as one of the biggest challenges in information 
security. When a SaaS provider has to know how to control 
who has access to what systems within the enterprise it 
becomes all the more difficult task. In such situation the 
provisioning and de-provisioning of the users in the cloud 
becomes very crucial. 

 
4.12 Vulnerability in virtualization 
 Virtualization is one of the main components of a cloud. 

But this faces major security risks. Ensuring that different 
instances running on the same physical machine are isolated 
from each other is a major task of virtualization is not met 
completely in today’s scenario. Their are other issue is the 
control of administrator on host and guest operating systems. 
Current VMMs (Virtual Machine Monitor) do not offer 
perfect isolation. Many bugs have been found in all popular 
VMMs that allow escaping from VM. Virtual machine 
monitor should be ‘root secure’, which means that no 
privilege within the virtualized guest environment permits 
interference with the host system. Some vulnerability has been 
found in all virtualization software which can be exploited by 
malicious, local users to bypass certain security restrictions or 
gain privileges. 
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V. CURRENT SECURITY SOLUTIONS 

S.NO Security Issues Current  Security 
Solutions 

1 
Authenticati

on and 
authorization 

• Open 
authorization 

• Two factor 
authentication 

• OAuth 
2 Availability • Data Dispersion 

3 Data 
confidentiality 

• Attribute based 
Proxy Re-Encryption 

4 Data 
Security 

• Strong 
encryption techniques 

5 Network 
Security 

• Network 
Security for virtual 
machines  

• Network 
Security Sandbox 

• Strong network 
traffic encryption 
techniques: 

       - Secure Socket 
Layer (SSL)  

       -Transport Layer 
Security (TLS)           

6 Data  
Locality  

7 Data 
Segregation 

• SQL injection 
flaws  

• Data validation 
• Insecure storage 

8 Data Access 

• Multi-user 
access policies 

• Data Access 
Management 

• Fine-grained 
authorization 

9 
Web 

application 
security 

• Web Application 
Scanners 

10 Backups 

• Agentless 
Method for data Backup 
and  Recovery  

• Insecure storage  
• Insecure 

configuration 

11 

Identity 
management 
and  

sign-on 
process 

• CSA’s Identity 
and Access Management 
Guidance  

12 
Vulnerabilit

y in 
virtualization 

• Reconfigurable 
distributed virtual 

    machine 
• Survey on 

Virtual machine Security 
 

VI. CONCLUSION 
 Cloud computing is a new and promising paradigm 

delivering IT services as computing utilities. It provides an 
alternative computing model to the traditional client-server 
computing model. It offers three new paradigm in computing: 
SaaS (Software as A Service), PaaS (Platform As a Service) 
and IaaS(Infrastructure As a Service). Though there are 
numerous advantages in using these service delivery models, 
there are yet many practical issues which have to be sorted. In 
this paper an overview of cloud computing service delivery 
model, SaaS along with the benefits and security challenges 
has been presented. Finally, some current security solutions 
are given. In the future, these security strategies can be 
fulfilled with technology and management ways. 
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